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Infineon Hackathon 2019

notarization and proof for geo based games

Christian Baumann – baumann.at
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The idea

 Infineon: Blockchain Security 2Go starter kit

□ „Bringing more security to blockchain applications“

 Me: Use it to …

□ proof situations in geo based games (e.g. geocaching)

□ and notarize all information in a blockchain application

□ => physical logbook PLUS Chipcard
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The idea
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Why blockchain?

 Key facts

□ decentralization

- no trusted third party necessary

- resilience: network and databases cannot 

be desctructed

□ transparency

- “single truth” for all participants

□ immutability

- data can only be appended …

- … never changed or deleted
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The process (overview)

 Step 0: prepare card

 Step 1: „check in“ into blockchain

□ … riddle is solved …

□ … location is visited …

□ … container (with card) is found!

 Step 2: register proof for „found it“ on the blockchain
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The setup

 Security 2Go starter kit

 Raspberry-Pi (2 apps)

□ Chipcard reader

□ => Mobile App (Android, iOS)

 Blockchain

□ E.g. Multichain

□ Rest-API

□ Explorer

 WebGUI
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Step 0: prepare card

 generate keypair

 read public key & 

card id

 transmit this data to

the blockchain

application

 => the card is

„known“
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Step 1: „Check In“ 

 Collect Data

□ ID

□ Solution

□ Name

□ Remark

□ …

□ CardID

 Save to blockchain
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Step 1: „Check In“ - Information
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Step 2: Register „found it“ on the blockchain

 Read card (with mobile App)

 Server sends token to sign

(„challenge“)

 Digital signature is created …

 … sent back to the server

 Everything is stored in the

blockchain
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Step 2: Register „found it“ on the blockchain

 „FTF-certificate“ can be

issued

 Further readings of the

card show warnings
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Further ideas

 Additional „monetary motivation“

□ Bitcoin or Ethereum on card

□ PIN to unlock the card = solution of the riddle

 Adoption of the concept for different other games or

similar usecases

 …
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Contact

DI Dr. Christian Baumann
+43 664 4324243

c.baumann@baumann.at

https://www4.baumann.at
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