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The idea

= Infineon: Blockchain Security 2Go starter kit
0 ,Bringing more security to blockchain applications”

= Me: Useltto ...
o proof situations in geo based games (e.g. geocaching)
o and notarize all information in a blockchain application

o => physical logbook PLUS Chipcard
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Why blockchain?

= Key facts

o decentralization
- no trusted third party necessary

- resilience: network and databases cannot
be desctructed

o transparency
- “single truth” for all participants

o Immutabllity
- data can only be appended ...
- ... hever changed or deleted
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The process (overview)

= Step O: prepare card

= Step 1: ,,check in” into blockchain

o ... riddle is solved ...
o ... location is visited ...
o ... container (with card) is found!

= Step 2: register proof for ,found it* on the blockchain
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The setup

= Security 2Go starter kit = /c? ey
* Raspberry-Pi (2 apps) SR ==
o Chipcard reader
o => Mobile App (Android, I10S)
= Blockchain

n E.g. Multichain
0 Rest-AP|
o Explorer

= WebGUI

26.3.2019

baumann.at - concepts & solutions



Step O: prepare card

= generate keypair

= read public key &
card id

= transmit this data to
the OlOCkChain Stream: bs2go — 36 of 36 items
application e T

—_— ¥ JSON data  {
u _> tqe Card IS "Card™: "0205841500040016001e",

‘¢ "PubFRey": "047el0cZ2%d4debe34c4651e4329%dfc2dlaecl858aldee
known }
b
Added 2019-03-26 09:36:06 GMT (confirmed)
Data on-chain, available

location




IH19 Checkin Info Solved Found

Step 1: ,,Check In*

= Collect Data. Check in new riddle

- I D Enter riddle ID:

o Solution

R-IH-2019-1

Enter solution (codeword etc.):

o0 Name SecretSolution7612312391287391327
O] Remark Enter Cardld:

02058d1900040016001e
L]

Enter your name (optionally):

o CardID e
L Save to bIOCkChaI n Enter a remark (displayed in riddle info, optionally):

rrest with Infineon Security 2Go Starterkit - Card 1
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Step 1: ,,Check In* - Information

Datasheet for riddle R-IH-2019-1

IH19 Check

Info about riddle

26.03.2019 10:43:43
Lorem ipsum ...
Riddle 1D R-IH-2019-1 Riddle
Owner chris
Remark Test with Infineon Security 2Go Starterkit - Card 1 Owner
Checked in 2019-03-26T10:43:35+01:00
ISolution SecretSolution7612312391287391327 Remark
Find-Code 7 75e5080c534c2971856eb04 3405628
Card-1d 02058d1900040016001e
Cardld Hash
Open the following QR-Code or link to get current info about the riddle.
Event
By
TimeStamp

lum
Check server address whan opening with a 0H-code reader!
hitps:ifest baumann.at’devaih 1 8 T page-nfolnid-R - H- 20151

26.3.2019

Transaction

BlockHash

BlockTime

R-1H-2019-1

chris

Test with Infineon Security 2Go Starterkit - Card 1

3803129a5d9a9d556b0f493d36893d9d8eTef0540ca95404e37facd 17786824

checkedin

chris

2019-03-26T10:43:35+01:00

b40af056d5471f353a5844edbd 1 7fefbof7801080f855a235a4f62d6631130d8

D0Babbd76ebbcl67bcdd587babcefbecolcobedd3d5cfcddebScd3fable19a77

2019-03-26T10:43:38+01:00

Generate a datasheet for your records and generate a codesheet to put into the geocache for the first finder.

When you are done, you can clear the session data from your browser.,

baumann.at - concepts & solutions



Step 2: Register ,found it* on the blockchain

pi@raspberrypi: ~/ih1% - O X

= Read card (with mobile App)

= Server sends token to sign
,challenge”

= Digital signature Is created ...
= .. sent back to the server
= Everything is stored in the

bl k h - Event card

OCKChaln N
TimeStamp 2019-03-26T10:46:07+01:00
Transaction e2db0c04220df66bf54da5fcdBch9384249463c48c344944hfed06390da1492
BlockHash 000a7fa14ac6f81b8d52e486e0bce384ed 1582 9fdeefb51 1ac0410084e7d91

BlockTime 2019-03-26T10:46:25+01:00




Step 2: Register ,found it* on the blockchain

Congratulations! You seem to be the first to have found this codesheet, belonging to the following

" uFTF'Certlflcate“ Can be riddle:

Riddle 1D R-IH-2019-1

N Owner chris
I SS u e Remark Test with Infineon Security 2Go Starterkit - Card 1

Checked in 2019-03-26T10:43:35+01:00
Find-Code f775e5080c534c2971856eb0434b56e8

= Further readings of the
card show warnings

LR
Check server address wi
hilps-/Nesl baumann.al'd




Further ideas

= Additional ,monetary motivation®
o Bitcoin or Ethereum on card
o PIN to unlock the card = solution of the riddle

= Adoption of the concept for different other games or
similar usecases
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Contact

DI Dr. Christian Baumann
+43 664 4324243

c.baumann@baumann.at
https://www4.baumann.at

26.3.2019 baumann.at - concepts & solutions 13


mailto:c.baumann@baumann.at
https://www4.baumann.at/

