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Blockchain based Notarization

• Notarization can be used to prove that an
• electronic document 
• existed at a certain point in time 
• in a certain form and 
• has not been changed since then

• The security and trust that 
• notarized data cannot be manipulated 
• are guaranteed by blockchain technology

• i.e. cryptographic functions hashing & digital signatures

• Only anonymous data is processed!
• i.e. hash values of electronic documents
• NO personal data, NO health data “on-chain”



Notarization of machine generated data 1/2

• Generating system
• Generates data  (e.g. in EEHRxF) *
• Notarizes data

• calculates hash value and stores it on blockchain
• Sends data to receiving system

• Receiving system
• Verifies integrity of data

• calculates hash value, looks it up on blockchain
• checks timestamp and public key of sender

• Processes data

(*) ALL formats can be used: HL7, IHE, ICD-*, Snomed, Loinc …, PDF, Logfiles, DB dumps …



Notarization of machine generated data 2/2

• “Receiving system” = patient
• Documents e.g.  

• Lab reports

• Sickness certificates

• Verifies integrity of data
• Using a Web-GUI



Components (provided/implemented)

• Access to a blockchain system (already existing)
• Special „stream“ for the data to be processed in the context of this hackathon

• REST-API for notarization and verifcation
• example scripts and API keys for interested parties

• Prototype scripts for
• generating/sending system
• receiving/processing system

• Web-GUIs for
• viewing the blockchain stream
• manual verification of files

• Prototype: https://test.baumann.at/xeh/

https://test.baumann.at/xeh/


Blockchain System

• Existing system („DatNoS“-chain)
• different instances: Test-chains, production …

• ca. 12 nodes in operation

• Proof of Authority, only identifies parties, low energy!

• Based on „Multichain“ (multichain.com)
• opensource

• rapid deployment, data-streams, fine-grained permissions, highly customizable

• own „stream“ for the data beeing processed in this hackathon



REST-API

• Connects applications to the blockchain
• „create“ … adds a notarization record
• „verify“ … searches stream for notarization records (hash values , document-ids

…)

• Multi-Client
• allows configuration for many clients (applications)
• each with own API-key and other parameters

• Example scripts available
• Python
• (viz. Cyprus eHealth4u Integration - Discharge Summary)



Generating/sending system

• Generates data
• i.e. HL7/FHIR patient records
• saves data locally

• Notarizes the data by
• calculating the hash value and calling

the API

• Transmits the data to the receiving
system
• i.e. https-upload



Receiving/processing system

• Endpoint for https-upload

• Verifies data by
• calculating the hash value of 

the received file
• and calling the API
• evaluates the result

• Further processing of the data

• …



Web-GUI 1

Viewing the blockchain 
stream

• filter by keys
• client

• document-id

• …



Web-GUI 2

Manual verification of files

• open file in browser

• hash value is calculated
locally (in the browser), 
file NOT uploaded to a 
server

• result & details are
displayed



Live demo …

• https://test.baumann.at/xeh/

• Python client
• https://test.baumann.at/xeh/python-client/python-client-X-eHealth-

Hackathon.zip

• If you have any question … contact me

https://test.baumann.at/xeh/
https://test.baumann.at/xeh/python-client/python-client-X-eHealth-Hackathon.zip


PoC Assessment Criteria 1/2

• Innovation
• first prototype for blockchain based notarization for e-Health data (afaik)

• Impact
• machine generated data can be notarized and verified automatically 
• trust between different systems can be increased (intentional or unintentional 

data changes can be detected)
• patients can verify their documents manually

• Applicability
• any form of data exchange in e-Health sector 



PoC Assessment Criteria 2/2

• Feasibility
• proven by this prototype, more details to be analyzed

• Technical background
• standardized data and file formats used: HL7, IHE, ICD-*, Snomed, Loinc …, PDF
• standardized interfaces (REST, https, json ...)
• open source blockchain system Multichain (any other blockchain system can also 

be used)

• Contribution to EEHRxF Development
• extend/expand the prototype system for more interested parties? 



Questions?



Appendix

• Integration of
• Cyprus eHealth4U PDF Discharge Summary with

• Notarization in HIM-AT prototype system



Cyprus eHealth4U
PDF Notarization of Discharge Summary



Cyprus – Discharge Summary Report & Blockchain Notarization




